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[bookmark: OLE_LINK8][bookmark: OLE_LINK18][bookmark: OLE_LINK19]Abstract of the contribution: This contribution update the solution 3.3 --- Solution for Security Context Management for UE with Multiple Access Technologies with the recently defined terms for the authentication framework

1. Introduction
New terms for the authentication framework has been defined for TR 33.899, therefore, in this contribution, we update the solution 3.3 with the recently defined terms such as ARPF, AUSF, SEAF etc. 
2. pCR
**** Start of Change ****
Editor's note: The terminology used in this solution needs to be updated (e.g.it should use the terms "equipment" or "equipment identifier" instead of "device" or "device identifier". 
[bookmark: _Toc457918162][bookmark: _Toc457919230][bookmark: _Toc463866752]5.3.4.3.1 	Introduction
The next generation network system will support multiple access technologies, including previous generation radios, next generation radio, Wi-Fi access technologies, etc. Many of the UE support multiple access technology and UE may establish multiple connections simultaneously to the network with the same 3GPP credentials after the initial authentication based on unified authentication framework. In TR 23.799 [1]， a solution (6.12.1) in key issue 12 for authentication framework has been included. It includes a uniformed authentication framework and a security context structure at the network side.  But a security context structure has not been defined for UE yet. Therefore, we proposed a security context structure at UE side with the uniform authentication framework and network side security context structure taken into consideration. 
[bookmark: _Toc457918163][bookmark: _Toc457919231][bookmark: _Toc463866753]5.3.4.3.2 	Solution details
With the Next Gen system, a UE may have several simultaneous connections to the network. Different connections may utilize different access technologies. However, different access technology may authenticate with network using the same 3GPP credentials. This solution outlines how the UE authenticates with network and derives security context for each access technology. 
In this solution, different access technology shares the same supplicant at UE side. The supplicant is responsible for the authentication for different access technologies. 
-	When the supplicant performs mutual authentication with authentication unit at the network side (CP-AU), if an authentication security context has not been established at the supplicant, then the UE establish a security context within the supplicant. 
Editor notes: UE, device and supplicant need further clarification with SA1 and SA2 respectively
-	If the supplicant already has an established authentication security context, then the UE can use the existing authentication security context for mutual authentication with the network authentication entity. If the authentication succeeds, then both the Supplicant and CP-AU update the authentication security context.
-	Supplicant transmits the derived security context to the relevant access technology module for the protection of communications. 
Editor notes: Use of term security context in various places need ffs.
Figure 5.3.4.3.2-1 shows an example structure of the security context.

Figure 5.3.4.3.2-1: Security Context Structure for UE with Simultaneous Connections
Figure 5.3.4.3.2-2 shows the detailed procedure for UE with two different access technologies to establish security context with the uniform authentication framework and the security context derivation method proposed above:
1.	The device with access technology 1 within the UE sends a request to Supplicant for authentication. 
Editor Notes: whether device inside UE can request supplicant to perform authentication is ffs.	Comment by Wang Haiguang: The sentence related to the request from device to supplicant is deleted. 
12.	Supplicant authentication with CP-AUAUSF within the core network, during which supplicant communicates with Secure Storage and Processing at UE side and CP-AU communicats with credential repositoryARPF at network side for authentication vectors respectively（2a and 2b）. 
23.	Supplicant and CP-AUAUSF establish Authentication Security Context with both CP-AU and Supplicant (23a and 32b)
34.	Supplicant and CP-AUAUSF transmit security context to the relevant device at the UE side and Access Newtork at network side. 
5.4	Both devices and AN installs the security context and use them for data/signalling protection.
6.	The device with access technology 2 within the UE sends a request to Supplicant for authentication. 
7.	5. Supplicant authentication with CP-AUAUSF within the core network. The authentication procedure reuses the security context established through the authentication for the first access technology. 
86.	Supplicant and CP-AUAUSF update Authentication Security Context.
97.	Supplicant and CP-AUAUSF transmit security context to the relative device (device with access technology 2) at the UE side and Access Newtork at network side.
108.	Both devices and AN installs the security context and use them for data/signalling protection.
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Figure 5.3.4.3.2-2: Authentication and Security Derivation with Simultaneous Connections. 
Authentication Security context:
•	Kauth:  key derived after authentication procedure
•	Counter: maintained at both supplicant and CP-AU per authentication security context. It is increased by one after each authentication.
•	Fast Reauthentication ID: an ID used by supplicant to perform fast reauthentication. 
•	Timer: a value specifies the validity of the keys
Editor Notes: Counter and fast authentication ID need for further clarification
After the authentication is finished successfully, the supplicant needs to derive security context for an individual access technology. To isolate the authentication security context from access technologies, the authentication security context is protected and is inaccessible to the individual acces technology. A key derived from Kauth is transmitted to an access technology for data and signalling protection. An example key derivation can be as follows:
•	KAT = KDF(Kauth, counter )
The Kauth is always kept within the supplicant and only the KAT is passed to the access technology. Therefore, the session key for an individual access technology is securely isolated from each other.
[bookmark: _Toc457918164][bookmark: _Toc457919232][bookmark: _Toc463866754]5.3.4.3.3	Evaluation 
Tba
**** End of Change ****
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